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Since Bandura’s proposal of self-efficacy, studies have explained behavioral motivations 
at the individual level. However, little is known concerning self-efficacy’s applicability 
at the group level in the information systems security (InfoSec) domain. Also, despite 
extensive cross-cultural analyses at the individual level, works at a group level are still 
in infancy. We, therefore, define InfoSec self-efficacy as a group-level construct and 
examine its impact on InfoSec vulnerability from cross-cultural perspectives. We draw 
on interdependent security and separate InfoSec vulnerability into vulnerability from 
self and partners. The goal is fourfold: (i) proposing InfoSec collective efficacy as a 
cultural construct, (ii) modeling relationships among InfoSec collective efficacy, InfoSec 
vulnerability, vulnerability from partners, and InfoSec control awareness from cross-
cultural perspectives, (iii) validating the model using data collected from executive-level 
IS managers in the U.S. and South Korea, and (iv) providing implications for IS 
managers operating in multinational businesses. 
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Introduction 
Today’s economy has been called an economy of computers and interconnection (McKnight and Bailey 
1997), where the reliance on computers and network-based information systems is a routine matter not 
only within organizations but also throughout whole society. Firms heavily rely on various forms of inter-
organizational systems for the success and sustainment. However, this reliance on globalized and 
interconnected networks has brought about a noticeable negative effect in the form of information 
security risk and vulnerability (EIU 1998; Udo 2001; Voloper 2008). Various forms of security breaches 
caused by both outside intruders and inside attackers (Deloitte 2009; ITRC 2011) are currently 
threatening not only firms but also ordinary members of the society. In-depth and multifaceted measures 
covering both technical and behavioral or perceptual aspects are needed for effective defense against 
security threats. This study addresses a basis of perceptual aspects of security behaviors of managers. 
Following Bandura’s proposal for a socio-cognitive concept of self-efficacy (Bandura 1986), researchers 
(Kwon et al. 2007; e.g., Lin 2006; Rhee et al. 2009; Scholz et al. 2002; Staples et al. 1999) have explained 
individuals’ behavioral motivations and performances in different contexts. Self-efficacy refers to, 
“people’s judgments of their capabilities to organize and execute courses of action required to attain 
designated types of performances” (Bandura 1986, p.391). Self-efficacy can be understood as a person’s 
own controllability or capabilities to obtain desirable outcome, as well as the “beliefs in one’s capabilities 
to mobilize the motivation” needed to manage given situational tasks (Wood and Bandura 1989). High 
levels of self-efficacy contribute not only to higher levels of motivation and ability perception but also to 
higher levels of performance (Bandura 1995). Building self-efficacy is therefore a known method 
increasing an individual’s performance. 
The concept of self-efficacy can be extended to group-level efficacy, namely collective efficacy or group 
efficacy, defined as a group’s shared belief in their capability to perform a specific task. Collective efficacy 
is an important group-level resource that contributes to a productive group climate. According to Bandura 
(1997), the self-efficacy at the group level has been shown to operate similarly to that at the individual 
level and through similar processes. In a group setting, knowledge of an individual’s efficacy is related to 
perceived efficacy at the group level. While self-efficacy has been introduced and utilized in many 
information systems (IS) and behavioral sciences studies (e.g., Agarwal and Karahanna 2000; Compeau 
and Higgins 1995; Marakas et al. 1998; Venkatesh and Davis 1996), little is known regarding the 
applicability of collective efficacy in the area of information security (InfoSec). We are specifically 
interested in InfoSec collective efficacy from information systems executive managers’ perspective 
because they are in charge of the overall information security within their organizations; they set priorities 
for the implementation of InfoSec measures and policies, determine InfoSec budgets, and make important 
decisions for their InfoSec programs. 
Culture is an important element in the development of collective efficacy, and in turn it influences what 
people choose to do as a group (Bandura 1982). Comparisons of individual-level self-efficacy from a cross-
cultural perspective have been conducted extensively in prior research (Cheung and Sun 1999; Klassen 
2004; Scholz et al. 2002; Schwarzer et al. 1997; Schwarzer et al. 1999); however, research in the area of 
collective efficacy from a cross-cultural perspective is still in its infancy. In this study, focusing on 
information security we define InfoSec self-efficacy as a group level construct (i.e., InfoSec collective 
efficacy) and examine its impact on InfoSec vulnerability from a cross-cultural perspective. Moreover, 
drawing from the concept of interdependent security introduced by Kunreuther and Heal (2003), where 
Information security problems are interdependent when a risk faced by one firm is determined in part by 
the behavior of others, we divide InfoSec vulnerability into two separate elements: vulnerability from self 
and vulnerability from partners. 
This study intends to focus on the following two research questions: Does InfoSec collective efficacy 
influence InfoSec vulnerability in a group setting? Is there a significant difference in the effect of InfoSec 
collective efficacy between two countries: the U.S. and South Korea? More specifically, the goal of this 
study is fourfold: (i) to propose InfoSec collective efficacy as a cultural construct, (ii) to propose a 
research model including theoretical relationships among InfoSec collective efficacy, InfoSec vulnerability, 
vulnerability from partners, and InfoSec control awareness and examine the effect of InfoSec collective 
efficacy from a cross-cultural perspective, (iii) to validate the proposed model using two sets of empirical 
